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What is a digital asset?

Although there is no one official definition of “digital
asset,” a useful working definition is that a digital 
asset is information stored electronically, either 
online or on an electronic device. The term “digital 
asset” includes text, images, multimedia 
information and personal property stored in a 
digital format. It includes any words, characters, 
codes or contractual rights necessary to access 
the digital asset.
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Types of Digital Assets

Although there are many digital assets, they typically fall within four
categories:

1. Personal digital assets. Examples include photos, videos, emails, 
music, medical records, blogs, digital books, gaming assets, avatars, 
home security systems, and loyalty programs.

2. Social digital assets. This category includes information stored on 
social websites such as Facebook, Twitter, LinkedIn, and MySpace.

3. Financial digital assets. This category includes things like online 
shopping sites, PayPal, BillPay, tax documents, credit card accounts, 
virtual currencies, and online accounts for U.S. Savings Bonds.

4. Business digital assets. These business assets includes such items as 
domain names, blogs, patient/customer information, Ebay seller 
information, intellectual property, self image, and file storage.
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What is the value of a digital asset?

Digital assets may have as many as three separate values:

1. Monetary value. Most digital assets will have a nominal monetary 
value. However, those that have more than nominal monetary value tend 
to have sizeable worth. Airline miles or hotel points have a nominal 
monetary value, while ownership in a domain name may have a more 
sizeable worth.

2. Sentimental value. Digital assets that have nominal monetary value 
may nonetheless be priceless to the owner and family. Personal blogs, 
family histories, photo albums and family videos may carry more 
sentimental value than any financial inheritance.

3. “Good steward” value. Imagine that you leave a digital footprint without 
providing your heirs with a digital roadmap to the various assets. Not 
knowing any usernames or passwords, your heirs would need to hire 
computer forensic experts and service providers to find all digital assets, 
overcome the many obstacles that exist, and then make sense of the 
resulting confusion. They would need to do this quickly to ensure no loss 
in value to any of the digital assets. The “good steward” is the one that 
relieves the family of this burden by providing the family with a digital 
roadmap.
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Challenges of working with digital assets

1. Usernames and passwords. The fluid nature of usernames and 
passwords can be an obstacle if not addressed as part of the digital 
roadmap.

2. Encryption of digital assets. The encryption process scrambles data so 
that a person cannot make any sense of it without knowing the password. 
This can be both a blessing and a curse.

3. Digital assets are constantly changing. The possibility of personal 
changes and technology advancements are endless.

4. Time. The passage of time may be an obstacle to planning.

5. “Terms of Service” agreements. When opening an online account, we 
click the button next to the words “I Agree” and, by so doing, agree to the 
Terms of Service contract. The Terms of Service contract may serve as a 
friend or foe depending on the specific situation.
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Challenges of working with digital assets

7. Federal criminal laws. The Computer Fraud and Abuse Act (CFAA) (18 
U.S.C. § 1030(a)(2)) makes it a criminal offense to intentionally access a 
computer without authorization, or in a way that exceeds authorized 
access, including violation of Terms of Service contracts.

8. Federal privacy laws. The Electronic Communications Privacy Act  
(SCA) (18 U.S.C. § 2702 et seq.) creates privacy rights that protect the 
contents of certain electronic communications and files from disclosure 
by certain providers of electronic communications services or remote 
computing services unless an exception to the ECPA’s privacy 
protections is met. 

a) The relevant exceptions provide that the provider may divulge the contents 
of a person’s electronic communication “to an addressee or intended recipient 
of such communication or an agent of such addressee or intended recipient.” 
Second, the provider may divulge the contents of a person’s electronic 
communication “with the lawful consent of the originator or an addressee or 
intended recipient of such communication.”

9. State laws. Few states have addressed the planning needs of digital 
assets. 
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State laws

• While there are a number of states considering legislation to address 
fiduciary access to digital assets, only a few have enacted 
legislation, including Connecticut, Idaho, Indiana, Oklahoma, Rhode 
Island, Nevada, and Virginia. 

• Connecticut Statutes § 45a–334a gives the personal representative 
of a deceased person’s estate the powers to access or copy the 
contents of the person’s e–mail accounts (see also Proposed Bill 
5227 introduced January 11, 2013, status).

• Idaho Statutes § 15–3–715(28) gives the personal representative of 
a deceased person’s estate the powers “to take control of, conduct, 
continue, or terminate” a deceased person’s e–mail account, social 
networking account, microblogging account, or short messaging 
service Web site, and Idaho Statutes § 15–5–424(3)(z) also grants 
similar powers to a person’s conservator.
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State laws

• Indiana Code § 29–1–13–1.1 allows the personal representative to access or 
copy any of the decedent’s documents or information stored electronically by a 
“custodian,” and it requires the custodian to retain a deceased person’s 
electronic information for two years after receiving a request for access or 
copies.

• Nevada Revised Statutes chapter 143 gives the personal representative of a 
deceased person’s estate the power to direct the termination of any online 
account or similar electronic or digital asset of the decedent, but it does not 
address powers to access these accounts or copy the contents.

• Oklahoma Statutes § 58–269 gives the personal representative of a deceased 
person’s estate the powers “to take control of, conduct, continue, or terminate” a 
deceased person’s e–mail account, social networking account, microblogging
account, or short messaging service Web site.

• Rhode Island General Laws Chapter 33–27 gives the personal representative of 
a deceased person’s estate the powers to access or copy the contents of the 
person’s e–mail accounts.

• Virginia Code § 64.2–110 gives the personal representative of a deceased 
minor’s estate (but not a deceased adult’s estate!) the power to assume the 
minor’s Terms of Service agreement for an online account “for purposes of 
consenting to and obtaining the disclosure of the contents of the minor’s 
communications and subscriber records pursuant to 18 U.S.C. § 2702.”
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Uniform Law - UFADAA

• Accordingly early in 2012, the Uniform Law Commission created a 
Uniform Fiduciary Access to Digital Assets Act (UFADAA) drafting 
committee.  The Committee is charged with writing legislation that 
will vest fiduciaries with the authority “to manage and distribute 
digital assets, copy or delete digital assets, and access digital 
assets.” 

• Final act passed at annual conference in July 2014
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Uniform Fiduciary Access to Digital Assets – Part Deux

• In July of 2015 the Uniform Law Commission revised 
UFADAA 

• More custodian friendly and more likely to involve court 
intervention 
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